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HIPAA and FERPA

The Family Education Rights and Privacy Act (FERPA) is a federal law passed in 1974 to protect the
privacy of student education records. It gives parents or eligible students control over their educational
records and prohibits educational institutions from disclosing personal identifiable information in
education records without consent.

The Health Insurance Portability and Accountability Act (HIPAA) is a federal law passed in 1996 designed
to improve the efficiency and effectiveness of the health care system with standards for electronic health
care transactions and data security. The law also adopted federal privacy and protections for individually
identifiable health information. The HIPAA Privacy Rule set national standards for the protection of
individually identifiable health information that is handled by health plans, health care providers, and
health care clearinghouses (which process information exchanged between health plans and health care
providers). HIPAA is generally known as the national guiding standards for protecting sensitive patient
health information from being disclosed without the patient’s consent. These standards were designed
to protect individual’s personal health information while it flows through the health care system.

The application of FERPA and HIPAA in a SBHC collaboration often raises a number of questions, as
parties new to the SBHC model may not understand the applicable privacy laws in both education and
health care settings, where they intersect, and how they are applied in a school-SBHC collaboration in
practice.

A HIPAA-FERPA overview:

SBHCs HIPAA Schools FERPA
e  Covers student protected health e  Covers personally identifiable information
information (PHI) held/transmitted by a (PII) in a student’s education record
healthcare provider (i.e. information from the o Includes: name, address, birthdate,
SBHC’s medical record) SSN, immunization history on record
o Includes: demographics, name, with the school nurse, any personally
address, birthdate, SSN, any identifiable data
personally identifiable data o  Schools can disclose “directory info”
o Includes: information about past, without consent unless
present, or future phusical and parent/student requests otherwise
mental heath conditions, healthare
provided to student, or payment for
healthcare
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e The person able to consent for care is the e A parent or student aged 18 or older can
person who signs a Release of Information authorize disclosure (e.g. FERPA release
(RQI): parent/guardian, or student if 18 or form)
older or related to confidential care

e Disclosure without consent is only allowd to e  Schools/agency can make case-by-case
parties who could prevent or lessen a disclosures without consent to address
serious and imminent threat to safety “articulable and significant threat”

Guidance / resources of note at the national level:

e Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) And

the Health Insurance Portability and Accountability Act of 1996 (HIPAA) To Student Health
Records (updated December 2019)

e Centers for Disease Control and Prevention (CDC) HIPAA-FERPA Infographic
How are HIPAA and FERPA applied in a SBHC collaboration?

Institutional level Individual Student Level

Memoranda of Understanding (MOU) FERPA consent
Data-sharing agreements (DSA) HIPAA Release of Information (ROI)
Operationalizing in practice

Institutional Level. The parameters for sharing information between schools and SBHCs in compliance
with HIPAA and FERPA are laid out at the institutional level in, for example, memoranda of understanding
(MOU) and sometimes in additional data-sharing agreements.

Memorandum of Understanding (MOU). Specific to data-sharing and compliance with HIPAA-FERPA, the
MOU can clarify:

*  Protected health information under HIPAA, including minor consent law in Washington

* Protected education information under FERPA, including parental access to FERPA protected
education records until the student is 18 or no longer claimed as a dependent for tax purposes
(up to age 24).

*  HIPAA and FERPA releases of information required to share information between parties
* Maintenance of confidentiality of shared information

Data-sharing agreements may have the goals of, for example:
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https://wasbha.org/wp-content/uploads/2020/01/2019-hipaa-ferpa-joint-guidance.pdf
https://wasbha.org/wp-content/uploads/2020/01/2019-hipaa-ferpa-joint-guidance.pdf
https://wasbha.org/wp-content/uploads/2020/01/2019-hipaa-ferpa-joint-guidance.pdf
https://www.cdc.gov/phlp/docs/hipaa-ferpa-infographic-508.pdf
https://www.washingtonlawhelp.org/files/C9D2EA3F-0350-D9AF-ACAE-BF37E9BC9FFA/attachments/C05026F6-61F0-4684-A93A-1D8206789944/5934en_when-can-a-minor-access-health-care-without-parental-consent.pdf
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* Preserving the anonymity of student identities, including assurance that identifiable student
data is not released to third parties

* Enhancing the ability of the school district and SBHC to improve academic achievement for
students by allowing access to individual student records consistent with the requirements of
FERPA

*  Accurately measuring the district and SBHC’s progress toward improving student outcomes and
indicators, and meeting set targets and other goals

Operationalizing in practice. Once agreements are in place, it will be important for the SBHC sponsor
and school to have a strong understanding and respect of the parameters they are operating under and
to determine how they will operationalize HIPAA and FERPA guidelines in their everyday interactions to
serve their common goal: healthy students, in the classroom, ready to learn. Establishing procedures for
student referrals and care coordination will be important for sharing information key to student
well-being and academic success, upholding student/patient confidentiality, calling students from class
for SBHC appointments with minimal disruption to their learning, and coordinating care.

Individual Level

Best practices & Hall Passes. Once agreements are in place, it will be important for the SBHC sponsor and
school to have a strong understanding and respect of the parameters they are operating under

to determine how they will operationalize HIPAA and FERPA guidelines in their everyday interactions to
serve their common goal: healthy, supported students, in the classroom, ready to learn. Establishing
procedures for student referrals and care coordination will be important for sharing information key to
supporting student well-being and academic success, upholding student/patient confidentiality, calling
students from class for SBHC appointments with minimal disruption to their learning, and coordinating
care.

At the individual student level, a FERPA consent to share a student’s education data with the
SBHC is typically included in the SBHC registration packet. The parent/guardian or eligible
student (18 or older) may provide this consent.

A release of Information (ROI) in compliance with HIPAA is used to share student health
information with school staff and others. An ROI can be general or limited in timeframe and
scope of information to be shared.

Note: To call a student from class using a hall pass or similar system for a confidential service, a
student must sign their own release of information (ROI) releasing the student health
information about the care they’ve consented to receive to the school, for purposes of
attendance-taking, releasing from class, etc. This is for confidential services only. A hall pass may
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be utilized for non-confidential services as well, as long as the student’s parent/qguardian has
signed an information sharing agreement.
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